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The SEC maintains guidelines to make 
it clear that publicly traded companies 
must report cyber security incidents—
or even when the company is at risk of 
an incident—to stockholders.

Cyber Security and the SEC
According to the head of National Security Agency and 
U.S. Cyber Command, cyber attacks on U.S. computer 
networks are on the rise. With the increasing reliance on 
computer networks and digital data, companies will 
continue to see an increase in cyber risks, including cyber 
attacks. 

The U.S. Securities and Exchange Commission’s (SEC) 
Division of Corporate Finance have maintained guidelines 
to make it clear that publicly traded companies must 
report cyber security incidents—or even when a 
company is at risk of an incident—to stockholders.

How Can Cyber Attacks Affect You?
Cyber attacks can result from deliberate attacks or 
unintentional events that include, but are not limited to 
the following:

 Gaining unauthorized access to digital systems for 
purposes of misappropriating assets or sensitive 
information 

 Corrupting data 

 Causing operational disruption. 

Cyber attacks may also be carried out in a manner that 
does not require gaining unauthorized access, such as by 
causing denial-of-service attacks on websites. Cyber 
attacks may be carried out by third parties or insiders 
using a variety of techniques. These range from highly 
sophisticated efforts to electronically circumvent 
network security or overwhelm websites to more 
traditional intelligence gathering and social engineering 
aimed at gaining network access.

The objectives of cyber attacks vary widely and may 
include theft of financial assets, intellectual property or 
other sensitive information belonging to business 
owners, their customers or other business partners. 
Cyber attacks may also be directed at disrupting 
company operations or targeted at a firm’s business 
partners. 

Security Breach Consequences
Those that fall victim to successful cyber attacks may 
incur substantial costs and suffer other negative 
consequences, including the following: 

 Remediation costs that may include liability for 
stolen assets or information and repairing system 
damage that may have been caused. Remediation 
costs may also include incentives offered to 
customers or other business partners in an effort to 
maintain the business relationships after an attack. 

 Increased cyber security protection costs that may 
include organizational changes, deploying additional 
personnel and protection technologies, training 
employees and engaging third-party experts and 
consultants
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 Lost revenues resulting from unauthorized use of 
proprietary information or the failure to retain or 
attract customers following an attack

 Litigation 

 Reputational damage adversely affecting customer 
or investor confidence

Cyber Security Regulations
There aren’t many federal regulations regarding cyber 
security, and the few that exist largely cover specific 
industries. The 1996 Health Insurance Portability and 
Accountability Act (HIPAA), the 1999 Gramm-Leach-Bliley 
(GLB) Act and the 2002 Homeland Security Act, which 
includes the Federal Information Security Management 
Act (FISMA), mandate that health care organizations, 
financial institutions and federal agencies, respectively, 
protect their computer systems and information. 
Language is generally vague in these laws, so individual 
states have attempted to create more targeted laws 
regarding cyber security.

The SEC’s guidelines aim to expand on these laws by 
urging publicly traded companies to make the following 
disclosures:

 Risk of a cyber attack if it is significant enough to 
make investment in the company speculative or risky

 Cyber security risks and past incidents if those risks 
and incidents have or will have a material impact on 
the company’s financial condition (for example, theft 
of a company’s lead list could cost the company 
millions of dollars in revenue in the future)

 Cyber security incidents that materially affect its 
products, services or relationships with customers in 
the company’s “Description of Business” section of 
its SEC filings

 Current legal proceedings involving a cyber security 
event at the company

 Ways in which a cyber security incident might affect 
a company’s financial statements

 Effectiveness of the company’s disclosure controls 
and procedures and whether there are any glaring 
weaknesses in the controls and procedures that 
would make them ineffective

It is important to note that these SEC guidelines are not 
mandatory for publicly traded companies. However, it is 
likely that similar laws will be enacted in the future, 
making it good practice for companies to follow the 
guidelines. Even if the guidelines never become law, it is 
wise for companies to internally examine their cyber 
security risks and develop a plan to further secure their 
networks and assets.

Companies should use these guidelines to evaluate their 
current insurance coverage and to determine coverage is 
adequate. Data breaches can cost millions by 
themselves, in addition to costs associated with 
investigation of the attack, remediation costs and lost 
revenue as a result of the attack.

Are You Secure?
Cyber attacks are a very real threat to every company, 
and obtaining the right amount of insurance to protect 
you from an attack may be complex. Contact SCS Agency 
Inc today to ensure your company has the proper 
insurance coverage and resources to protect you and 
your assets from a costly cyber attack.


